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Abstract

PLCREX is an open source programmable logic controller project developed as a modular command line application
in PYTHON. It is designed to simplify, analyze, validate and, in particular, transform existing IEC 61131-3 program
organization units into synchronous models for reuse in model-based design of reactive systems and formal verification.
This abstract introduces the high-level architecture, features, and design flow.

1 Introduction

The IEC 61131 standard [1] describes several languages
for developing software applications for industrial real-
time systems such as Programmable Logic Controllers
(PLCs). In industry, graphical Function Block Diagrams
(FBDs) and textual Structured Text (ST) models are
widely used to design Program Organization Units
(POUs). Depending on the industrial context, these
POUs are developed based on software requirements or
software design specifications and are often extended with
additional functionality during their life cycle. Before
they are integrated into applications, they are tested
appropriately, depending on the environment in which they
will be used. Formal verification is highly recommended,
especially for safety-critical applications, but in most cases
it is not supported by the development environment. In
addition, testing on the real hardware is often required
to show that the underlying specifications are met, so
appropriate tests must be derived from the specifications.
PLCREX1 is a modular command line application
implemented in PYTHON to evaluate different approaches
related to our research. Together with existing frameworks,
KIELER2 and AVEREST3, external tools, and individual
approaches to real-world challenges, it serves as a central
tool that can be integrated into existing continuous
integration and continuous delivery pipelines and used
in industry and academia. In addition to its source-to-
source transformations, model optimizations, and analysis
techniques, PLCREX enables the reuse of existing
IEC 61131-3 POUs in model-based design and the
application of formal verification.
The outline of the paper is as follows: Section 2 introduces
the high-level overview and design principles. Then,
Section 3 introduces the features and capabilities. The
testing strategy is explained in Section 4. Section 5

1
https://github.com/marwern/PLCreX

2
https://rtsys.informatik.uni-kiel.de/confluence/

display/KIELER/Overview

3
http://www.averest.org/

discusses the limitations and potential applications.
Related work is discussed in Section 6.

2 Overview

The high-level overview and design principles as well
as external frameworks and tools are shown in Fig. 1.
Input formats are basically IEC 61131-3 POUs developed
in FBDs or ST models, as well as textual low-level
specifications. It is assumed that graphical FBDs
are available as standardized PLCOPEN4 XML format.
Depending on the feature, other input formats are also
possible, e.g. models created with the AVEREST or
KIELER frameworks. In addition, selected built-in
features of PLCREX require transformation into Symbolic
Model Verifier (SMV) [2] and Satisfiability Modulo
Theories (SMT) [3] models in addition to internal source-
to-source transformations.
Although the design flow depends on the individual
feature, the basic concept of PLCREX is to separate
models and tools and to process the models internally as
an abstract syntax tree-like model, which we call PLCreX
Intermediate Model (PIM).

3 Features and Capabilities

The core features of PLCREX can be divided into
four categories, which are explained in the following
subsections.

3.1 Simplification

Approaches for simplification and optimization of existing
models are summarized in the category Simplification. In
the current version, a formal methods based optimization
approach for graphical IEC 61131-3 FBDs using NUSMV
[4] and SMT Z35 [5] are enabled. The application to

4
https://plcopen.org/technical-activities/

xml-exchange

5
https://microsoft.github.io/z3guide/
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Figure 1 PLCREX high-level architecture and design principles

real FBDs has been evaluated by the authors on the basis
of experimental results with potential for optimization
with respect to the metrics number of edges, number of
operators, and number of variable accesses of about 24-
33% on average [5]. The associated design flow requires
that FBDs be imported as standardized PLCOPEN XML
format and then translated into PIM format before applying
optimization to the submodels. The optimized models are
then further processed using the PIM format.

3.2 Transformation

The Transformation category basically combines all
source-to-source transformations and expects the external
and internal models to be in PIM format. This means that
the transformation from the PIM format to the resulting
models and vice versa is generally handled in the models
themselves, unless external frameworks are required to
generate an intended output format. This design choice
leads to a standardization of the models and simplifies
the maintainability and integration of further features and
transformations. As a result, the focus in this category is on
transforming abstract syntax tree-like PIM models realized
in PYTHON.

3.3 Analysis

In addition to the use of the external tool IEC-CHECKER6

for static code analysis, the category Analysis includes
approaches implemented in PYTHON for challenges in
industrial environments as built-in features of PLCREX.
A basic challenge is the translation of an existing ST model
into the corresponding syntax tree for further external
processing. Another typical challenge for graphical POUs
with many interfaces is the analysis of the data flow in
existing FBDs in order to visualize the impact of the
interfaces in a more simplified representation.
In addition, POUs are often developed based on
specifications and then tested to see if they meet
the underlying specifications. A common way to do
this is to create graphical design specifications that

6
https://github.com/jubnzv/iec-checker

represent the expected behavior of the POUs. In
addition to open source based tools such as PLANTUML7

or MERMAID8, there are several technical approaches.
The current version of PLCREX assumes that the
user creates the interface between the design tool and
PLCREX and passes the specifications in text format as
Boolean expressions. PLCREX comes with a feature,
implemented in PYTHON, to automatically generate test
cases for Boolean expressions to meet specific coverage
requirements, which can be chosen depending on the
intended scope of the tests. Specifically, test cases are
generated to achieve 100% coverage for the coverage types
compared in Table 1, Statement Coverage (SC), Decision
Coverage (DC), Modified Condition/Decision Coverage
(MC/DC), and Multiple Condition Coverage (MCC) [6]. It
is assumed that an expression consists of Boolean variables
and is the only statement to be checked, which is why
100% SC is always obtained.

3.4 Validation

Another category is Validation and includes in the current
version of PLCREX the validation of the PLCOPEN XML
format of graphical FBDs using built-in functions of
PYTHON and the validation file provided by PLCOPEN.

4 Testing Strategy

The testing strategy of PLCREX is based on manually
implemented unit tests, which are realized using the
well-known framework PYTEST9. In addition, individual
source-to-source transformations were extended by
formal methods based equivalence checks to ensure the
correctness of the approaches [5]. Due to the internal
processing using the PIM format and the final back-
translation into the target models, ambiguities in the
grammars are detected and the translation process is
aborted in case of ambiguities.

7
https://plantuml.com/

8
https://mermaid.js.org/intro/

9
https://docs.pytest.org/en/7.4.x/
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Table 1 Types of structural coverage applied to a
Boolean expression with n Boolean variables [6]

Coverage Criteria SC DC MC/DC MCC

Statement has been
invoked at least once x xa xa xa

Decision has taken all
possible outcomes at
least once

x x x

Every condition in the
decision has taken all
possible outcomes at
least once

x x

Every combination of
condition outcomes
within a decision has
been invoked at least
once

x

Number of test cases 1a 2a n+1 n2

a valid for a single statement

5 Discussion

Considering the features presented in the previous section,
PLCREX has a potential impact on the following topics:

• Formal Verification: Since formal verification
is strongly recommended for some applications,
but is often not supported by PLC development
environments, PLCREX provides a bridge between
practical IEC 61131-3 applications and the KIELER
and AVEREST frameworks, which support established
formal verification techniques.

• Model-based design and reuse: The reuse of
existing IEC 61131-3 POUs in a model-based design
is often requested in the industrial sector in order to
fully or at least partially reuse previous development
efforts for new devices or design processes.

• Test and Validation: In addition to simple validation
of exported FBDs as a standardized PLCOPEN XML
format, PLCREX supports test case generation based
on the underlying specifications, depending on the
required coverage. This has the potential to provide
a more comprehensive review of real applications
during the development process and to discuss logical
inconsistencies or design decisions at an early stage.
In particular, test case generation for MC/DC shows
that test quality can be improved with minimal effort.

• Optimization and Simplification: Built-in
simplification features reduce the complexity of
existing FBDs, making them easier to reuse and
interpret.

On the other hand, there are current limitations in the
features, which are summarized below:

• Grammars: PLCREX uses the abstract syntax tree
representation of the different models. Although most
language constructs are already supported, not all ST
language constructs and data types are supported in
the current version. This concerns especially the
translation of the external frameworks KIELER and
AVEREST into the input models, since not all real
applications can be translated without further effort.

• Libraries: External libraries that are used in real
POUs, but whose implementation is unknown, must
be available as models in the external frameworks in
order to apply their features to real POUs.

• Test Cases: Currently, tests can only be generated
based on Boolean expressions. In addition, MC/DC
test case generation is based on a brute-force
algorithm that, when tested experimentally on a
workstation10 running Python 3.9.18, results in a
runtime of over 70 seconds for a set of 13 Boolean
variables, while MCC test cases with up to 19
Boolean variables in an expression, or 524,288 test
cases, are generated in less than 70 seconds.

6 Related Work

In most cases, IEC 61131-3 development environments
offer little or no built-in functionality for the issues
outlined in this approach, and are limited to PLC program
development. The PLCVERIF project is an actively
developed project at CERN that enables formal verification
of programs for PLCs in critical systems [7]. The focus
of this project is the formal verification of existing PLC
programs. Another project, IEC-CHECKER, aims to
implement an open source tool for static code analysis
of IEC 61131-3 programs. Furthermore, a framework
for translating PLC programs into PYTHON called PYLC
has been introduced. This framework aims to generate
search-based test cases for PLC programs [8]. We are
not aware of any other projects that combine parts of
the challenges mentioned in this abstract and make them
available as open source tools. However, PLCREX does
not focus on formal verification, but provides the interface
to external frameworks that already have proven built-
in formal verification features. The focus of PLCREX
is rather on the reuse of existing POUs in model-based
design and their optimization, but it also tries to provide
interfaces to external tools such as IEC-CHECKER and to
address industrial challenges such as test case generation
and analysis techniques. For this reason, PLCREX was
first mentioned for the evaluation of a formal methods
based optimization approach using NUSMV and SMT Z3
[5].

10Windows 11, x64, 11th Gen Intel(R) Core(TM) i7-11850H,
2.50GHz, 8 cores, 16 logical processors, 32GB RAM DDR4
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7 Conclusions and Future Work

In this approach, we introduced the modular command
line tool PLCREX, developed in PYTHON, which provides
features to solve or support practical problems for
industrial IEC 61131-3 PLCs as an open source tool. In this
context, interfaces to external frameworks were explained,
which allow a formal verification of existing FBDs and
ST models, taking into account the supported language
constructs. Furthermore, the high-level architecture
and design principles were explained, which allow the
optimization and reuse of existing POUs in a model-based
design. In addition, automatic test case generation was
introduced, which can be used to generate concrete test
cases for different structural coverage of the underlying
specifications.
As the project progresses, existing features will be
improved and enhanced, and additional features will be
integrated. For example, the test case generation will be
extended and the underlying algorithm for MC/DC will be
improved. It is intended to keep PLCREX available as an
open source project and to use it for academic purposes in
addition to industrial applications.

8 Literature

[1] IEC 61131-3:2013, “Programmable controllers – Part
3: Programming languages,” DIN Deutsches Institut
für Normung e.V., Berlin, Standard, 2014.

[2] E. M. Clarke, “Model checking,” in Foundations
of Software Technology and Theoretical Computer
Science, S. Ramesh and G. Sivakumar, Eds. Berlin,
Heidelberg: Springer Berlin Heidelberg, 1997, pp. 54–
56.

[3] C. W. Barrett, R. Sebastiani, S. A. Seshia, and
C. Tinelli, “Satisfiability modulo theories,” in
Handbook of Satisfiability, ser. Frontiers in Artificial
Intelligence and Applications, A. Biere, M. Heule,
H. van Maaren, and T. Walsh, Eds. IOS Press,
2009, vol. 185, pp. 825–885. [Online]. Available:
https://doi.org/10.3233/978-1-58603-929-5-825

[4] Roberto Cavada, Alessandro Cimatti, Charles Arthur
Jochim, Gavin Keighren, Emanuele Olivetti, Marco
Pistore, Marco Roveri, and Andrei Tchaltsev, “Nusmv
2.6 user manual,” Povo (Trento) – Italy, 2010.

[5] M. C. Werner and K. Schneider, “Formal methods-
based optimization of dataflow models with translation
to synchronous models,” in 2023 Forum on
Specification & Design Languages (FDL), 2023,
pp. 1–8.

[6] H. Kelly J., V. Dan S., C. John J., and R. Leanna K.,
“A practical tutorial on modified condition/decision
coverage,” Tech. Rep., 2001.

[7] D. Darvas, E. Blanco Vinuela, and
B. Fernández Adiego, “PLCverif: A Tool to
Verify PLC Programs Based on Model Checking
Techniques,” in 15th International Conference on
Accelerator and Large Experimental Physics Control
Systems, 2015.

[8] M. Ebrahimi Salari, E. P. Enoiu, W. Afzal, and
C. Seceleanu, “Pylc: A framework for transforming
and validating plc software using python and
pynguin test generator,” in Proceedings of the 38th
ACM/SIGAPP Symposium on Applied Computing, ser.
SAC ’23. New York, NY, USA: Association for
Computing Machinery, 2023, p. 1476–1485. [Online].
Available: https://doi.org/10.1145/3555776.3577698

MBMV 2024 ∙ 14. – 15.02.2024 ∙ Kaiserslautern

185

https://doi.org/10.3233/978-1-58603-929-5-825
https://doi.org/10.1145/3555776.3577698

